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India-Ethiopia : Prospects of Energy Cooperation

Niranjan Kumar Mistri
Centre for African Studies, School of International Studies,

Jawaharlal Nehru University, New Delhi, India

Abstract - Life cannot exist without energy. Every movement needs energy. The modern civilization depends
on use of energy effectively. It plays an important role in socio-cultural and economic development. So there
is a global search and cooperation of energy. In this process, India-Ethiopia energy cooperation is an
important issue in recent time. Ethiopia has huge amount of water, wind, solar and geothermal energy
potentials. However, regardless of its enormous potentials the energy system is very much dependent on
conventional fossil fuels and biomass. Only about 32% of the Ethiopian population has access to electricity.
The rural people access only 8 present electricity. The Government of Ethiopia, under its latest Growth and
Transformation Plan (GTP) envisions transitioning from a developing country to a middle income country by
2025. Ethiopia’s ability to achieve this ambitious goal in such key sectors such as agriculture and industry is
significantly constrained by current challenges in the energy sector. Therefore, there is huge demand of
energy in these areas. India has expertise in Hydroelectricity, Geothermal, wind and solar energy. Several
Indian companies gave the satisfactory performance in this field. Indian companies can cooperate to Ethiopia
by sharing its experiences and providing technology in energy sector. So that Ethiopia can achieve its goal of
2025. India and Ethiopia having a good Cultural and Political relations for a long time. These countries can
take the benefit of their good relations in energy sector. So there are large prospects of Indian energy
cooperation in Ethiopia.

Keywords - Energy, metabolism, Civilization, Conventional Biomass, Pico-hydropower.

Introduction

Life cannot survive without energy. Life is made up
of cells. Every cell createsenergy to survive. Almost
all the animals and plants require energy for
theirmetabolism, breathing and movements. Each
and every movement needsenergy. Energy is the
backbone of civilization. The modern civilization
iscompletely depending on use of energy. It plays an
important role in socio-cultural and economic
global

andcooperation in the field of energy. In this process

development. So there is a search

India-Ethiopia energy co-operation is an important
the

Ethiopian government, with the adoption of the

concern in contemporary world.By 2025,
latest growth andtransformation plan (GTP), had
developed a vision to transform itself to a
middleincome country from a developing country.
The constrains in the energy sectorhad proved to be
a hindrance in the achievement of the goals in
theagricultural and energy sector.Therefore, there is
huge demand of energy in these areas. To fulfill
theEthiopian energy demand, India can provide a

helping hand in this area. Indiahas expertise and
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experience in the harness of Hydroelectricity,
Geothermal,wind and solar energy. Several Indian
companies have given a satisfactoryperformance in
this field. Indian companies can cooperate with
Ethiopia bysharing its experiences and by providing
technology useful in energy sector.This can help

Ethiopia achieve its goal by 2025.

Ethiopian Energy profile

The second most populous country in Africa is
Ethiopia.It is considered among the group of the least
developed countries on theplanet. The level of
populace living underneath poverty line is almost
34%. Interms of access to modern energy, it has the
lowest rates. Ethiopia has hugepotential in the areas
of solar, wind and water energy. There is
hugedependence of Ethiopia on the conventional
biomass and fossil fuel, apart from having huge
energy potentials.The percentage of population
having access to electricity is 32%. Thepopulation

living in the rural areas had access to 8 % electricity.

Bio-massforms the main source of energy in Ethiopia.

Waste and biomass constitute themain sources of
energy in Ethiopia. It is followed by hydropower
(1.6%), and 0il(5.7%). The energy consumption in
40,000G GWH.

Domesticappliances constitute 92%, transport 4%

Ethiopia is around
and industry 3%. Bio energy coversbulk of energy
supply in the Ethiopia.

Ethiopia has the potential to be capable in renewable

sources of energy. Suchsources include solar,
geothermal, wind and hydro energies. But the fact is
thata very small portion of the energy is actually
utilized. There is a tremendousincrease in demand in
energy due to fasts economic growth in Ethiopia.
Theenergy demand is expected to rise to 10-14%

every year till 2037.

Hydropower
The potential of Ethiopian hydropower is estimated
to be 45,000 MW. AfterCongo, it occupies the second

highest place in Africa. Fortunately, the terrain in

Volume 3, Issue 1, January-February-2020 | http:/gisrrj.com

Ethiopia is well suited for the hydropower projects.
There

international rivers like Wabi Shebelle, Ganale —

are mainly tenriver basins-there are
Dawa,Omo and Blue Nile. There are many other
streams, which descend from themountains. There is
an adequate catchment area, which had sufficient
rainfall.It is for the same reason that Ethiopia is
considered “Water Tower of EasternAfrica”. It won’t
be an overestimate if it is said that Blue Nile
contributes 86%of all the water contributed by
Ethiopia. The

byMinistry of Water Resources (MoWR) shows that

study which was conducted
there is water flow of 122billion cubic meters from
the major river basis in Ethiopia. Notwithstanding
themountains and encompassing scene in the
western and southern regions ofEthiopia,there are
many hydro resources, which are fit to generate
hydro-electricpower of different capacities, which
range from very small to large hydro-electricity
plants. In the remotes areas, the small scale hydro
resources aremore suitable for the rural areas. They
are additionally not associated with thenational
lattice. The potential for such plans is 100 MW
hydropower.There is distribution of Ethiopian
hydro-resources on the land mass. Thetopographic
conditions and the amount of rainfall are most suited
for thegeneration of electricity. There is variation in
the rainfall in the country. Thewestern and southern
region gets adequate rainfall and the northern
rainfall. The

immediate neighbors are to receive an important

andcentral region gets moderate
contribution fromEthiopia. Countries like Kenya,
Somalia, Eritrea, Sudan and Djibouti can bepotential
consumers for the hydro-electric power to be
produced in Ethiopia.These countries are dire need
for = power  (electricity) to  boost  their
economies.Ethiopian Electric Power Cooperation
(EEPCO), since 2007, had been alreadyinvolved in
the project of transporting hydro-electric power to
the country of Djibouti and Sudan. The cost involved
in generating hydropower potential isextremely
low.The expense of hydro establishment in Ethiopia

is around US$1200 perintroduced kw, which is
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generally a large portion of the expense brought
aboutfor different plants being worked in eastern
Africa. The meaning ofhydropower in Ethiopia is
unique in relation to other.Ethiopian Electric Power
(EEPCo) the (PHP)
hydropoweroperate with the capacity of 3KW. Its

Cooperation and pico
main feature is that there is nodistribution of grid,

and the supply is restricted to only few households.

However, the range of supply of pico-hydropower
to 10KW, which is

understandable, as most commonly used Injera

can only be increased
cookers has thecapacity of 5 kW. One Injera cooker
can supply power to the twohouseholds, it can fully
consume the power supply and hence, they do not
requireany distribution network. While classifying
small scale schemes of micro-hydropower between
the ranges of 11-500 KW, there is an enough reason
to make adistinction between low ranges, individual
villages which do not have a capacityof high voltage
transmission in the range of 31-500 KW for the high
voltagesupply of several villages. They are connected

by low voltage (LV) distributiongrid and HV lines.

For the development of MHP, the largest area of
catchment is 1000km 2, sincethe majority of the
schemes of micro-hydropower are classified with
500kW.Deducting the catchment area larger than
1000km 2 from the 315,000 km2, andignoring the
respective moisture plus and the perennial flows , a
fit area 0f200000 km2 is considered good for the
MHP development. As noted above, thetheoretical
MHP potential of Ethiopia is 100 MW. In the
western part of thecountry are concentrated the
most suitable harnessing sites with consistentflow of

the current and adequate topographic condition.

the the

development of PHP, the lease areawhich must be

If we consider same criterion for
considered for harnessing is 15 KM2. However, in all
actualitythis specific size of zone is commonly not
accessible to the solitary farmers.The PHP potential

is fairly confined, and encourages just barely any
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plants inthe zones which had extremely meager
populace.In addition to the hydropower schemes of
EEPCO, the utilization of small scalehydropower had
been done. During the interval of 1950 to 1970, there
hadbeen installation of several MHP schemes by
EEPCO. They have the capacity of1.5 MW. But all of
them do not operate. The MHP plants were shut
down, oncethey were connected to ICS. However,
there plants which are still operationaland they can
be easily relocated and rehabilitated.The Yaye plant
is going to be rehabilitated by GIZ Energising
Development(EnDev) Ethiopia, and utilise the power
which is generated into the nationalmatrix, when

the plan gets dynamic and operational.

Further, there had been implementation of four new
MHP sites, the turbineswhich are cross flow in the
zone of Sidama/SNNR within the operational limitof
7 kW (Gobecho I), 30 kW, 55 kW (HagaraSodicha),
33 kW (Erete) separately,and a progressed watermill
in JimYmaZone/Oromia (Leku) into 20 kW
MHP,and furthermore 10 kW MHP plant in Kersa.

In addition to it, many micro-hydro schemes,
consisting of 32 cross flow ofturbines, which have
power flour mills with output ranging between 5 and
22kW Ethiopian Evangelical Church MekaneYesus
(EECMY) commissioned all thechanges mentioned
above. However, due to some technical problems and
lackof dry season, and lack of management, 35-40%
of the plants do not functionany more. The REF and
EECMY have considered more MHP plants such as
55kW scheme to be installed on the Bege River and
5.5 kW scheme on Sire.A NGO, running in Ethiopia,
called Ethiopian Rural Self-Help
Association(ERSHA), in 1994, introduced another
hydro-fueled grain factory close toAmbo, which is
currently pronounced operational. Notwithstanding
it, theestablishment of 65 MHP is remembered for
the current GTP (2010-2015).
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Solar Power

The sun oriented energy potential in the Ethiopia is
incredible. As indicated byoccasional and provincial
variety it gets a sun oriented radiation of 5000-
7000kWh/m2. The sun based radiation which is
gotten on a normal premise is 5.2kWh/m2/day.
There is an occasional variety, which ranges from
4.55-5.55kWh/m?2/day. In the extreme western area
it is 4.25 kWh/m2/day to 6.25kWh/m2/day in the
Adigrat region. The Northern Ethiopia is still a long
waysbehind. Till now, the utilization of Photovoltaic
(PV), to meet the off-matrixcontrol, was kept to
those ventures which were financed by benefactors.
PV based

radiosand

Theundertakings dependent on

innovations (separation — training
antibody coolers) had been used by UN associations,
for example, UNICEFand WHO, in provincial
zones.Notwithstanding it, Italian government had
helped Government of Ethiopia(GoE) actually and
monetarily in the foundation of PV-based jolt
venture in therustic zones. Most extreme PV sun
oriented energy is utilized by Ethiopiantelecom. It
has widely used PV sunlight based to supply capacity
to telecomestablishment in provincial regions, which
had developed numerous folds as oflate. In 2007,
twelve of PV vendors existed in the capital. However,
there existsan introduced limit of around 5 MW, and
an estimated PV showcase capability of 52 MW, with
the pervasiveness of sun based home framework
(SHS)advertise, there had been a huge extension of
media transmission segment,even 10% of existing
potential had not been abused. The cost which is
acquiredfor SHS is high, which can be decreased by
the

framework associated and enormous sun oriented

roping in more clients.In coming days,
energyframeworks with start competing with little
scale hydropower frameworks.Notwithstanding the
PV SHS, the market for sunlight based water
warming(SWH) additionally exists; it uses sun
powered radiation to warm water whichcan
definitely lessen use wood and utilization of power.

In Ethiopia, there is asignificant potential for Solar

Volume 3, Issue 1, January-February-2020 | http:/gisrrj.com

thermal. Be that as it may, lately, whencontrasted
with PV, SWH application is becoming quicker in
Addis Ababa.There exist both imported and privately
produced variations of SWH in themarket. As of late,
the modest Chinese models are probably going to

drivedifferent models out of the market.

Wind Energy

There exists a brilliant wind asset in Ethiopia whose
speeds differ from 7 to 10m/s. The capability of wind
speed in Ethiopia is 10,000 MW. In 1971, the
winddata began to be collected by Ethiopian
National Meteorological ServicesAgency (NMSA). As
many as 39 recording stations were used for in the
someselected locations. Once, these stations were
established, a regular recordingof the data relate to
the wind velocity were measured and made available
tothe consumers. However, a lot of effort needs to be
done as far as thegeneration and distribution of
quality of data is to be produced. There is alarge
potential for wind energy in Ethiopia. There is large
variation in the windenergy, due to the variation in
the There of high
windvelocity in the eastern half of the country. The

terrains. exists an area
speed varies up to 10m/s acrosseastern and western

areas of the Rift Valley.

There is a considerable variation in the wind velocity
on daily basis. Generallyspeaking, the velocity of the
wind is higher between the periods of earlymorning
and mid-day. In the hilly zones, there exist two
pinnacles seasons—March to May and September to
November; in the eastern marshes, thebreeze speed
arrives at its most extreme among May and August.
In larger partof the zones, most extreme breeze
speeds are 3-4 times more noteworthythan the base.
A high wind of 6 m/s and medium speed of 3.5
speeds blows inthe vast majority of the Eastern parts
and focal Rift Valley zones of the nation.By 2015,
Ethiopian Electricity control collaboration (EEPCo),
have plans tocreate 7 breeze locales, which would

have the limit somewhere in the range of50 and 300
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MW. In sum, the total capacity would be would be
around 720MW. Wind vitality is viewed as best
substitute for hydropower.The two sources unfurl
their potential in the cyclic way, in the blustery
season,the hydropower potential is high and there is
low wind potential, conversely,hydro-potential is

low and wind potential is high in the dry season.

Condition is affected by wind powered plants.

Geothermal Energy

One of the significant wellsprings of energy in
Ethiopia is geothermal assets.Such an asset is
evaluated to be 5 GW, in which 700 MW are fit for
productionof power. The area of geothermal assets is
in the Rift Valley region, thereexists a temperature
scope of 50-300 degree Celsius, and such an area
wins in theprofundity of 1300 — 2500 m. The single
geo-warm plant of limit 7.3 MW havebeen charged
up until this point, which started in 1998/1999, yet
was shutbecause of the upkeep issue in 2002. It was
made operational once more, yetwith a much

diminished rate. The geothermal assets are still in

usesimultaneously.

Fossil Fuels

Ethiopia is characterized under oil creating nation so
far. In any case, theinvestigations led (with respect to
prospect and investigation) since 1960s haveshown

that there are oil and gas that can be found and used

at business levels.

There is a hold of 70 billion cubic meter petroleum

gas and a few hundredmillion tons of coal and oil.

Some presumed worldwide oil

areutilized here to complete non-renewable energy
source studies, investigationand prospecting. In view
of such investigations, up until this point, the
easternmarshes of Ogaden desert, has the most
extreme capability of petroleum gasand oil in

Ethiopia. These incorporate the Hilala oil fields and

Kalub gas fileds.
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organizations

Actually, the framework and formative works are in
fields.

Subsequently, the since a long time ago there was

progress in numerouspieces of the
aconception about taking best utilization of its

petroleum  derivative in  Ethiopiawill  be

acknowledged, and become reality very soon.

In the Gambella district of the Western piece of the
nation, the potential forpetroleum product is viewed
as very important. The Gambella locale not at alllike
Ogaden area, where investigation started 4 decades
sooner, is the latestsite to be distinguished as the

potential site for non-renewable energy source.

It is likewise to be examined in subtleties. The
official variant of theadministration and that of the
privately owned businesses working here is
that,wells that have been uncovered so far have

ended up being dry.

In spite of some political unsettling influence that
continues in the territory,the investigation work has
near  the

continued in the territories

Sudaneseoutskirt.

Indian Energy Cooperation in African
India cooperating African in the field of energy in
various ways. India providestechnological support;
3.2 billion has been given for establishing solar
outside

panelproduction  unit Maputo in

Mozambique. In Ethiopia 12 engineersprovides

support and training in Electrical power.

Ethiopia has numerous renewable energy potential
but it has no capacity togenerate energy using these
resources due lacking of technology capacity.India
has expertise and experience to generate
Hydroelectricity, Geothermal,wind and solar energy.
Several Indian companies gave
satisfactoryperformance in this field. So Indian
companies can cooperate with Ethiopia bysharing its
experiences and providing technology in energy
sector. So

thatEthiopia can achieve its goal

5
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Therefore there is possibility of energycooperation

between India and Ethiopia.
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All in one App for College Certificates and OD by Kotlin Programming

Language in Android Studio
E. Susmitha
Academic Assistant, IIIT RK Valley, RGUKT, Andhra Pradesh, India

ABSTRACT

This paper proposes a new idea to application. In existing system there is no particular app for students detail
information about certificates and their original degree. In this paper, create an application by using a new
language Kotlin, it is similar as java but it having lot of advantages than compare to java. In any university
there is no website or app for applying certificates and original degree. Kotlin language support in android
developing application in easy manner.java programming language is a widely used language for the
development of android applications. However recent approach proves this java suffers from certain
drawbacks. Kotlin language can reduce compilation time, execution time and increase conciseness when
integrated with java.

Keywords : Android, Kotlin, Java, Application, Original Degree, Certificates.

I. INTRODUCTION II. EXISTING SYSTEM

The goal of this paper is to give application for
college certificates and original degree applying
process. Basically, more people use smart phone.
They can download applications from app store, it is
easy to carry and applying student certificates rather
than applying certificates in their college. It is very
long process after compilation of their courses.
Everyone go to their college, waiting for the
principal signs, pay the challan in nearer bank, fill
the application form, instead of this just apply to
their mobile phones using an application. Here, an
application developing by using kotlin language in
android studio.

The rest of this paper is organized as follows. Section
2 describes the existing system, disadvantages.
Proposed systems, advantages are given in section
3.conclusions are finally drawn in section 4 along

with future reference.

In existing system there is no proper website or
application to applying student certificates rather
than applying certificates in their college. It is very
long process after compilation of their courses.
Everyone go to their college, waiting for the
principal signs, pay the challan in nearer bank, and

fill the application form.

Disadvantages:-

1. Time taking process, go to college and applying
for their certificates.

2. Everyone is busy with their works, at that time
it is risky.

of disadvantage in android

3. Java is one

development, technology changes day by day.

B

App get struck by using java language.
5. Not portable.
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III. PROPOSED SYSTEM
In proposed system,  developing application an
both certificates and original degree by kotlin
.To

overcome the existing technology, compare to java

programming language in android studio

kotlin language is best because now a days
technology increase rapidly, so every best language
having some disadvantages, to overcome those
problems, kotlin is introduced after the research.

Developing an app, it’s portable to everyone,
everyone having mobile phones and apps in their
mobile phones, so it is reached fastly. In recent, no

application for that.

Android:

Android is a Linux based operating system designed
especially for touch screen mobile devices and smart
phones and tablet computers .This project is Initially
developed by An- droid, Inc., which Google backed
Android was unveiled in 2007

along with the open handset alliance: an association

financially later .

of hardware, software, and telecommunication

companies devoted to

Advancing open standards for mobile devices.

Android is a platform for software development kit

Applications

( Home ) ((onuﬂs) ( Phone ) C&omw) C . )

Application Framework -
) (o) N (e

wonsger ) Chiomsger) (iomger) (Ganger) (e

Libraries

(Minage

Android Runtime

CREEET )

(u.tx)

= 5D
Linux Kernel
(SEer) (e ™) (o)
Come ) Come ) (omen ) (uunsgemen

Fig 1. Android Architecture
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(SDK) an framework

applications. Android is an open source. Most parts of

application and key
the Android application code is released by the
Google under apache license. This open source code
and permissive license make users allow to modify
the software and is distributed by the device
manufactures, and also allows to build new versions
of android. One of those modified versions called
Cyanogen mod. The first commercially available

phone to run android was HTC dream.

The process of developing an application is

Step 1: install android studio 3.0 step 2: make design
for an application using xml (UI) user interface.

Step 3: write code for user interface by using kotlin
language. Step 4: connect the database by using
SQLite database

Step 5: finally deploy the app in Google play store.

Software requirements:

Android SDK

The Android SDK provides the API libraries and
developer tools necessary to build, test, and debug
apps for Android. For a new Android developer, it is
recommend to download the ADT Bundle. It
includes the essential Android SDK components and
a version of the Eclipse IDE with built-in ADT
(Android Developer Tools) to streamline Android

app development.

ADT bundle includes the following

* Eclipse + ADT plugin

* Android SDK Tools

* Android Platform-tools

* The latest Android platform

* The latest Android system image for the

emulator

The entire application written on Android may not
consists of the native code (programming code that is
configured to run on a specific processor). Most parts

of the Android API can be accessed through only
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java code. We need java skeleton for invoking the
native functions .These functions can be invoked
only through JNI(Java native interface) .JNI allows
you to load shared C/ C++ libraries into Java
applications at run time .In the application body you
have to specify the signature of the methods without
their body. The method has to be marked with a
native keyword if it is not implemented in java, but

in native code.

Kotlin:

Kotlin (Android_and_Kotlin) is a statically-typed
programming language that runs on the Java Virtual
Machine and also can be compiled to JavaScript
source code. Its primary development is from a team
of Jet Brains programmers based in Saint Petersburg,
Russia (the name comes from Kotlin Island, near St.
Petersburg).

While Java is one of the world's most widely used
programming languages and the official language of
Android development, there are many reasons why
Java might not always be the best option for your
Android projects. Java was one of the most usable
languages, back in its heyday. But today, and the Java
I use on Android doesn't even have support for
lambdas, method references, streams, try-with-
resources (min SDK > 19). I still have to use the java
time APIs from the old Java 6/7 worlds. One of the
biggest flaws in Java is the way it handles “null,”
leading to the dreaded NullPointerException (NPE),
popularly known as The Billion Dollar Mistake).
Developers love clean, concise code. Less code takes
less time to write, less time to read, and is less
susceptible to bugs. But with Java, you must write a
lot of code to get even the simplest things done.
You've probably already experienced this if you're an
Android developer but Kotlin is exactly opposite to

java. Advantages of Kotlin

1. Interchangeability With Java
You can do java and Kotlin code existing side by side
in the same project. Compiler support both cord to

compile. User will able to know which part of your
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project is written in java and which part are written
in kotlin.

If you have project in java which is already working
on you can trial kotlin in a small part of the project
without affecting the rest of your code base. If one
you decide to continue with kotlin, you can either
migrate the hold project existing java code to kotlin
one file at a time.

2. No NULL Pointer Exceptions

It's a most common reason for crashes in our
application.

It’s most time consuming process to fix all of the
NullPointerException. It’s an also boring task. In
the kotlin you don't need to worry about null
Pointer Exceptions because Null Safely is baked into
kotlin type system.

3. Easy to Learning

Kotlin is an enhancement of Java.

If you want to create a new class in kotlin is very

similar to java.

class MainActivity : AppCompatActivicy() {

override fun onCreate (savedInstanceState: Bundle?) {
super.onCreate (savedInstanceState)
setContentView(R.layout.activity main)
printin("Hello Akshay!")

How to Install Kotlin in Android Studio

Following some Step to Install Kotlin in Android
Studio.

Step 1: Create Project

Step 2: Go To File Menu -> Select New Project
Option. Following Screen is Appear.

Step 3: Click on Next Button after Give the
Application Name and Project Location. Select the
form

Factors your app will run on

Step 4: Click on Next Button. Select Activity Form
The List.

Step 5: Click on Next Button. Give the Activity

Name.
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Step 6: Click on Finish Button. Your Project is Create

SUCCGSSfllﬂY- Sang  Elcom [ mm
In Android Studio 3.0, you can choose to create the | activity mainxml Bl '@ MainAcinityjova X
Q- w o Y

package ang.com.mydemokotlin;

activity in Kotlin right away, so you can skip the

"Converting Java code to Kotlin" step. Earlier

. . .. . | +import ...
versions will create an activity in Java, and you can

use the automated converter tool to convert it. ek s R R
Converting Java code to Kotlin Miver Lt
ef protected void onCreate(Bundle savedInstanceState) {
Open MainActivity.java file. Then invoke action super.onCreate (savedInstanceState) ;
A . . . . setContentView(R.layout.activity main);
Convert Java File to Kotlin File. There is multiple }

way but one is easiest way is Find Action (Ctrl + Shift
+ A). The pop-up window that opens, shows the

suggestion list of matching names.

Now we can convert Java code to Kotlin using Ctrl +

vaig

Eosker o fi o o masm Alt + Shift + K option.
(Q ]
.onCreate (savedInstanceState) ; LonvestJavatoKotlin
ntentVieW (R- laycut. acti\’.’it}’_main) : 1 (Convertmg Java to Kotlin (1 file) - pass 3 of 3 S —
..AMyDemoKotlin\app\src\main\java\ang\comimy in\MainActivity.java

Start typing the desired action name. As you type,

the suggestion list displays the matching names of . . .
88 pray 8 Now you can see the extension of MainActivity.java

actions. The actions that are not valid in the current . . . .
is replaced by MainActivity.kt. After the conversion

context are displayed gray. .. . . .
playec gray you should have an activity written in Kotlin.

Enter action or option name:
n (_Q converr,l

3) “lang [ com  [Z) myde ; ity kt
o activity_mainaml @€ & MainActivity.kt x
(@11 Java File to Kotlin File Ctri+Alt+Shift=K Code fi e —

“onvert Anonvmous to Inne Refacto
E < N Eractor package ang.com.mydemokotlin
wert Schema XML Actions
~ ‘ ) import android.support.v7.app.AppCompatActivity
wert to Block.. Refactor 5 :
import android.os.Bundle
onvert to Functio Refactor

. ) ) class MainActivity : AppCompatlActivity() {
onvert Te tance Method Refactoring Actions

wert to Instance Variable Refactor el override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate (savedInstanceState)
WEILIn Java Refactor setContentView (R.layout.activity main)
onvert to Method Refactor }

n -

You can also Press Ctrl + Alt + Shift + K option in How to use an application:

state of Find Action. Before converting java to kotlin Step 1:download app from Google play store.

file extension of main activity is MainActivity.Java. Step 2: install an app
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Step 3: register a user for proper details like roll

number, university, and date of birth, name, and

course.

Step4: a server can check the details about students

in a database.

Step5: if user details is correct generate an OTP and

go to next page, otherwise send and dialog box to the

user. (Process repeat to step 3)

Step 6: once user is correct, apply for what they need

either certificates or original degree.

Step 7: make sure to tick needed certificates, year of

ending and date of month.

Step 8: again check the details and generate an OTP

to the user mobile number.

Step 9: cross check the certificates id and make

payment.

Step 10: after payment, process running and courier

to that particular address.

IV. CONCLUSION AND FUTURE WORK

It is easy to maintain and applying in application,

both certificates and original degree by using kotlin

language in android studio.

In future, by using same kotlin language in android
studio, developing faculty details, feedbacks and their
certificates, experience certificate also generate based

on their period. Queries about subject doubts,

syllabus and material maintain, college updates.
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ABSTRACT

The world of processing has been changed from two tier to three tier architecture and now we have become
to digital centralization called cloud computing. In service oriented domain like cloud computing,
information and resources are globally accessed through the pay-constant with-use provider. Unfortunately,
this worldwide network get right of access to increase the manner of malicious assault and intrusion. So
identity based absolute authentication holds the crucial component to flexible security inside an exceptionally
scalable distributed environment. Existing solutions use pure cryptographic techniques to enrol the security
problems, which were stricken by using complex computation on consumer information. The proposed work
presents a new biometric authentication named as keystroke dynamics, which analyse the typing speed and
rhythm, when the client identification and password are entered for registration. Meanwhile, it is vital to
acquire the understanding of user profile from mass accessing data in a secure and efficient manner, without
revealing the content material of original database. This will be achieved by encrypting the sensitive user
profile on active directory with the assistance of competent crypto coprocessor and predicate encryption.
Simulation results disclose the performance efficiency of keystroke dynamics and crypto coprocessor.
Keywords : Keystroke Dynamics, Crypto Coprocessor, Predicate Encryption, Cloud Computing, User Profile
Tracking

Platform as a Service (PaaS), and Infrastructure as a

I. INTRODUCTION Service (Iaa$).

It is elastic in nature and can sell on demand,
typically by the minute or the hour. The service is
fully managed by the Cloud Service Provider (CSP).

Cloud computing [1] is one of the emerging

technology in information technology area. It

contains vast computing resources that can be
accessed by pay-per-use service. Virtualization plays
an important role in cloud computing. It automates
the management of all the resources, as a single
entity through a hypervisor called Virtual Machine
Monitor (VMM). Based on high computing capacity,
powerful processors and valuable resource sharing

concepts, it can provide Software as a Service (SaaS),

It's a way to increase capacity or add capabilities
without inventing new infrastructure, training new
personnel or licensing new software and increase
speed compared to super computer. The innovations
in virtualizations, distributed computing and a weak

economy make a great interest in cloud computing.

Authentication systems allow entities to be

recognized before using resources [2]. Biometric
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technologies are gaining popularity when used in

conjunction with traditional methods like password

authentication systems. It is the

technology of identifying individuals from physical
and behavioural characteristics [3]. It cannot be lost
like

fingerprints, blood vessels in retina, heights and

or stolen. Physiological characteristics

width of bones etc are fixed or stable features and

unique across a large population.

characteristics reflect a person’s

features such as the voice, pitch and rhythm, the
signature and one more is the typing rhythm of the
user. It provides a higher level of identification than
passwords, especially in situations where security is a
great concern. This work presents an inexpensive
and interesting fool proof method called keystroke

dynamics along with password for verifying an

individual’s identity.

Users establish a connection to the cloud by a
computer or a portable device through the internet
and get the unlimited storage and supercomputing
capacity. Every user can access everything as a
service at anytime, anywhere through different kinds
of terminals. The accessing details are recorded and
stored in a user profile. A user profile contains
information analyzed by wuser’s activities. User
profiles can be identified with the help of web log

data. It improves customer relationship and achieves

goals such as product

personalized information delivery.

From the huge amount of web log data [31] the
effective handling of web log data and extraction of
interesting and useful knowledge from the web log

data is essential. A standard log file has the following

format [32].

Remote Host/Log Name/User_Name/Date/Request/
Status/Bytes/Referrer/User Agent

The web log files are not same as the data in database
or data warehouse. The web log data are pre

processed to remove noise/ irrelevant data and for
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science and

Behavioural

psychological

recommendations and

user/ session identification finds out different user
sessions from original web access log and path
completion. Data mining techniques discover useful
knowledge from the available web log data. User
profiles can help to summarize the large amount of
information available from a user. The processes that

have been under gone to analyze the web log data.

User Identification - determines who access the web

pages and which web pages are to be accessed.

Session Identification — divides the page access of
each user at a time interval. Session is series of web

pages that a user browses in a single access.

Transaction Identification — creates meaningful

clusters of references for each user.

Path Completion — path completion is accomplished

by local catching and proxy servers.

Web Server Log File — contains requests made to the

web server and recorded in chronological order.

When a user requests a web page, the request is
added to the log file. User profiles discovered are
treated as set of rules or patterns. But the log file
contains images, animations, and video. These are
not needed to pattern discovery so they should be
omitted from the log file. The accuracy and
efficiency of web access patterns become
complicated and diversified, when log recording
format is not complete and log files on proxy and

client are not available.

User profiles are tracked for different group of users
having similar interest [10] [34]. These discovered
frequent patterns satisfying predefined minimum
support threshold. At a given time interval patterns
are set as clusters. The different clusters determine
best number of user profiles and to generate
personalization. The effectiveness of user profile
tracking is to identify the wusers. Profile based

methods are more accurate to identifying users.

The global network access increase the way of
malicious attack and intrusion. Traditionally, the

sensitive data of each enterprise reside within the

13
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enterprise boundary and is subject to its physical,
logical and personnel security and access control
policies. However in cloud computing, the enterprise
data is stored outside the enterprise boundary, at an
un-trusted database server consequently. The CSP
must adopt additional security checks to ensure the
privacy of user profile and prevent breaches due to
security vulnerabilities in the application or through
malicious employees. This involves the use of strong
encryption techniques for secure tracking of user
profile and fine grained authentication to control

access to web log data.

Crypto coprocessor is a hardware which is capable of
selecting different algorithms by programming [5].
Also perform crypto operations like the key
The

message will be converted to cipher text using crypto

management, encryption and decryption.
algorithms. It is impossible to read when transmitted
through communication channels. It is easy to
implement in software, but it is slow for real time
applications [6]. To overcome this problem, crypto

algorithms are implemented in hardware.

The encrypted data can be stored in trusted database
server. Processing on encrypted data can be carried
out through a type of predicate encryption. Hidden
Vector Encryption (HVE) [4] is an important type of
predicate encryption scheme where two vectors over
attributes are associated with a cipher text and a
token. At a high level, the cipher text matches the
token if and only if the two vectors are component —
wise equal. It allows searches on encrypted data
without a private key that corresponds to a public
key. Service Registry Federation (SRF) [34] is a
strong association between different Cloud Service
Providers interspersed among cross organizational
and cross fields’ business integration. It will be
helpful to provide access control on encrypted data.
It also safe guards the privacy of user profile from

malicious attacks.

This paper is organized as follows. Section II presents
the valid related work to process our approach. The

proposed system model and its description are
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explained in Section III. Section IV provides the
experimental results and performance comparison of
different parameters. Finally Section V concludes

this paper and suggests some future enhancements.

II. RELATED WORK

Several types of keystroke dynamics systems exist in
the literature. The initial research done on keystroke
dynamics was as early as early as 1980 by using
statistical T — test [7] under the hypothesis that the
means of the digraph times at both sessions were the
same, but the variances are different. A study on
keystroke dynamics is proposed where the features
extracted from username[17]. The identification of
the user has been analyzed on the basis of their
the

minimum distance were used as

typing patterns; Bayesian Classifier and
classification
methods. After this many research work were done
to increase the performance, but most of them [8][9],
might not be suitable to derive an accurate

conclusion on the performance.

Wang et. al,, [5] experimented the possibility of
typing measure to identify user. It uses different kind
of keyboard which may not be commonly used in
real cases. Mariusz [11] has done a wonderful job
with keystroke dynamics using fixed text. The data
was gathered from 1100 samples over 250 registered
individuals. This paper implemented a simple
algorithm examining only dwell and flight times,
when comparing the matching keystrokes for the
same. Ahmed et. al., [15] Qunetti et. al., [16] has
given a good report for dynamic text studies. It
produced less than .005% FAR and less than 5% FRR.
The demerit is that this method makes the user to

type different characters at several times.

Many Neural Network approaches were developed in
the past few years [11][12][13]. The back propagation
model was suitable for small databases and it had a
limitation that, when a new user is encountered, the

whole network should be retained and it is a time
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consuming process. This research gives a promising
static approach is applying Euclidean distance [33]
for finding the similarity measure between two
profiles. It is relatively simple and yields impressive
results. The survey suggests that, static strings

produce better result than using dynamic string.

In the data mining community, user profiling [28]
[29] is often studied for fraud detection, customer
relationship management. Constructing accurate and
comprehensive user profiles of individual users is one
of the key issues in developed personalization
applications. In business transactions a retailer uses
behaviour based identification for tracking the
members sharing the same IP address to build the
user profiles. Identify the user with shared IP address
can achieve the high performance in authentication

systems.

Many methods where used to find the similarity
between the user profiles. One of the technique
proposed by Puteri et. al., [27] was Self Organizing
Map (SOM). With the help of this they analyze the
web log data. The changes in the analysed web log

data may change the user behaviour radically.

A user profile normally contains association rules,
classification rules based on the studies on user
profile. With the use of clustering user profiles are
evaluated and generated visualization [28] and thus
capture the user interest in the specific pages. Web
user identification is mainly based on tracking
cookies, identifying users is the process branding a
browser with unique identification in each request
using multiple datasets and monitoring network
traffic. Nasraoui et. al., [30] proposed customer
relationship management by discovering and
tracking user profiles. They used cosine similarity
measure for calculating similarity between the user
sessions. Among the many schemes, the Euclidean
distance is the best similarity measure to track the

web sessions.

Peter Gutman([18] proposed a general purpose secure

crypto coprocessor capable of keeping keys and
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performing other processing by taking advantages of
trusted I/O channels to the coprocessor. Tillich et.
al., [19] presented a 32 bit GPP processors. It was an
inexpensive extension of GPP which allows compact
and fast AES implementations. S.R White [20]
targeted ABYSS crypto which

supplement the function of main processor. It has

coprocessor,

not used wide set of secure application. It is not
suitable to process all the cryptographic algorithms.
IBM is the leading innovator of crypto coprocessors.

It meets FIPS 140 security standards [21].

Bonehet.al, [22]

encryption scheme which allows only one type of

developed the first predicate

predicate called equality predicate. Anonymous
Identity-Based Encryption was quoted in Abdalla
et.al [23] comparison of different predicates were
analysed in[24],which also suggests that the size of

cipher text and tokens are of @v™ for n elements.

The HVE was first introduced by Boneh and Waters
[25].It supports conjunctive equality, comparison and
predicates. The inner products, conjunction and
disjunction were presented in [26].It also operates on
bilinear groups with Composite order. The token size
was O(l) and O(l) pairing calculations. This work is
to propose a wonderful HVE scheme. It works on
prime order groups and token size is only O(1) and it
has only O(1) pairing computations. It is a best
practical application for querying encrypted data.

III. PROPOSED SYSTEM MODEL

The system model is specific cloud architecture
contains three main players:
i. Cloud Service Provider, administrate and allocate

the resources to cloud customer (user)

ii. Service Log cloud, maintains sensitive user
profile in encrypted form

iii. Service Registry Federation, internet

organization performs cross field service shoot-

up the economic scale of clod infrastructure.
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User Registration
Cloud Service Provider (CSP)
- Access Details For Eneryption
Service Request I Crypto Coprocessor
Administrator 1

Encrypted
{ Various Resources H Virtual Machine H Physical Machine ] form

Trusted third party

Active Directory

Service log cloud

H
H
'

Other Clouds

1. Pre processing keystroke dynamics for
authentication.
Password + CSP Temp
User — User Name + . File -
Keystroke Dynamics SSL Layer

Distance

Authentication is the process whereby the system
identifies legitimate users from unauthorized user.
Identity based authentication provide a high level of
security when it relies on biometric authentication.
In the template phase keystroke dynamics are
collected along with password and username. It is a
perfect capture identity that is transmitted with SSL
session to CSP. The e service provider calculates the
similarity of template with the use of Euclidean
distance measure in the verification phase. If the
similarity measure is less than 0.5 then the user is
denied and if it is greater than 0.5 and less than 1,

then accept the user access.
2. Template Phase

Template phase is a stage where samples of biometric
features are captured at the time of registration.
These templates are stored in a data base for
authentication. User enters the password through the
normal QWERTY keyboard with 512 MB random
access memory. The minimum latencies between key
strokes (inter — key latency), duration of keystroke
and pressing speed (key hold time) [] can be used to
generate a unique keystroke profile for an individual.
The inter-key latency is a measure of the amount of
time between when a key is released and subsequent
key is pressed. Key hold — time is a measure of the
amount of time between when a key is pressed and

when the same key is released.
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Keystroke profile:

Inter - Kev latency

AL
Press l (Release Press l T Release

T1 T
A
~
Duration of keystroke for ‘A’ and ‘B’
(Key-Hold time)

The Key stroke duration will be varied for different
users such as casual and non-casual users. User
details are listed in table 1. Casual user’s type fast and
there is much variation in typing speed. Un-casual
user’s types slow and there are some variation in
typing speed. Timing resolution for each keystroke
was provided by built in function of the system.
Users are asked to type the password for about 5
times. After getting input they should be stored in a

database called template set (Reference Profile)

Let T = (t1, t2, voevvinriirinnannnnn. tn) acquired in the

data base at login time.

FEach time when the user encounter to make an

access, represents a profile as,

The timestamp: of every single character will be

recorded in the below format.
[timestamp press][character] [timestamp release]

The recorded timestamp kept in a file along with
username and password. The size of timestamp is

very small and it doesn’t consume more space.
3. Similarity Measure:

The similarity among any two users can be
determined with the help of distance measure. The
distance between two points is taken as similarity
among the components. The most commonly used
distance measure is the Euclidean distance which
defines the distance between two points. If two
sequences are identical the value of Euclidean
distance [32] is zero, and the distance value increases

the sequence become more dissimilar.

16



E. Susmitha Gyn Int S Ref Res J, January-February-2020, 3 (1) : 12-25

For two user Ui=(pi1, P12, .coceveennene pi) and Uz=(pa,
P22, e p2«) the distance between

Ui and Uzis D (Un, Un)= JE};IE;P],, — P

When new sessions are observed after time T
assume that these sessions are from the same
anonymous user. From these values calculate support
value of the all patterns for the user. Initially the
profiles will be tracked from all the time periods

stored in database.
ALGORITHM: TrackProfiles

Input: Discovered profiles for all Time

Periods stored in the Database

Beginning Time Period Ti, Ending
Time Period T«

Output:

from Time Period T1 to Time Period Tk

Profile: Profile to Profile tracking

For i= 1; Time Period T1 do

For j=i+1 to n; [T=ti ; i=1 to n] do

For k= last profile in the Time Period Txdo
{

Distance[k] = D (p1, px)

If Distance[k]>0.5 then insert into Profile
Else

Discard the profile
}

4. Verification phase

In Verification phase, where the user’s features are
tested and the decision is made by comparing it with
template module. If the template module contains

the

authenticate user otherwise the user considered as an

sample, then the user considered as an
unauthorized user. Using the authorized entity, and
user can access the required resources for just paying
some amount. The accessing details are monitored &

controlled by service request administrator.
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This phase realize a user, that he/she authenticated
one or imposter. A threshold is used for that purpose.
When the user enters his/her password, the system
compares the details of template “T" and reference
profile ‘P’. If it is invalid, the cloud service provider

rejects the user’s login request.

<>

v ¥

| Enter Password |

'

‘ Record Keystroke Diynamics ‘

r hL
>

| Template Set |

'

‘ Classifier ‘

Invalid Valid

A J
‘ User Rejected ‘ ‘ User Accepted ‘

. .

Authenticated User |

‘ Imposter ‘ |

Fig. Flow diagram of keystroke dynamics
5. Active Directory:

The CSP store the user sensitive profile in an
intermediate directory- Active directory. Active
Directory is subdivided into one or more domains. A
domain is a security boundary. Each domain is
hosted by a server computer. The Service Request
Administrator manages all of the user accounts and
passwords for a domain. It include the details like,
access logs, proxy server logs, referrer logs, browser
logs, error logs, user profiles, registration data,
cookies, user queries and book mark data. The CSP
share the sensitive data of the user to other, un-
trusted cloud, so when the data is exchanged
between the clouds, there exists the problem of

privacy. To overcome the problem gathered user
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profile is encrypted when it undergone crypto

COprocessor.

6. Crypto Coprocessor

I DRAM | | Clock l | Flash & ROM |

N\ 1

CpPu Security Supervisor

~

FPGA -

| Battery RAM |

Tamper directories
& Responding Unit

RSA, DESTDES, SAA
Encryption/Decryption

L
Q System Bus D

Fig. Crypto Coprocessor

Crypto coprocessor is a hardware module that
includes a processor for encryption and related
processing. It protects cryptographic keys and
sensitive custom applications. And it supplements

the functions of the primary processor.

like RAM, CPU,

persistent

It support the component
cryptographic PCI  Card,

hardware random number generator, time of delay

memory,

clock, and infrastructure firm ware and software. It
performs the encryptions such as AES, DES, TDES,
RSA and SHA-1 and other cryptographic processes
revealing the main processor from these tasks. The

encrypted user profile is uploaded to trusted third
party.

7. Service Log Cloud

Service Log Cloud (SL-Cloud) is a trusted third party,

where it maintains the databases and able to watch
entire access duration of a user. Frequent auditing is
used to extract valuable information from large
amount of data available in the user web session.
Service log cloud maintains the secured user profile
provided by crypto coprocessor. Regarding auditing,
trusted third party have variant operations on
different levels and concern the query issued in the

form of predicates by service registry federation.

In a predicate encryption, a token is issued by SL

cloud, for analysing the predicates on encrypted data.
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The SL cloud performs the verification to identify
the quality of token on some predicates. If the
verification is true, SL-cloud forwards the encrypted
data to the opponent. One interesting aspect is that,
the verification does not extract any information to
SL-Cloud. This

maintaining privacy of information and secure DB. It

feature is very essential for

able to monitor the entire access duration and

Auditing Report is transmitted to SRF.
8. Hidden Vector Encryption

The searching query on encrypted data reveals, no
private information contained in the data is leaked to
the third party. The query is in the form of
predicates. The conjunctive predicates, comparison
predicates and subset predicates issued by SRF,
retrieve information by matching the token with

cipher text.

The Hidden Vector Encryption consists of the

following four algorithms:

Setup (k1) takes as input a security parameter & and
dimension / of vector consisting of attributes. It
outputs a public key PK and a secret key SK.

Encrypt (PK, X, M) takes as input the public key PK,
a vector x € XF of attributes, and a messageMeM . It

outputs a cipher text CT

GenToken TK7; takes as input the secret key SK and
a vector @ € (£,)'of attributes. It outputs a token

TK73 for evaluating fz from a cipher text.

Query TKz, CT takes as input the token TKz for &

and a cipher text CT. it outputs a message M if
fz2(X) = 1and outputs L otherwise.

Correctness:- For allx X!, allg € (£,)}, and all
MeM , let (PK,SK)® Setup(kl), (CT)E Encrypt
(PR',E:M) , and TKz R GenToken (5K,z). If we
have fz () =1, M QueryTKz, CT, otherwise
Pr [ 1< Query(TK3,CT)] = 1 — e(k)where (k)

is a negligible function.

9. Service Registry Federation
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Service Registry Federation (SRF) is a critical aspect
in determining the trustworthiness of information
distributed to other service clouds. The procedures,
laws and architectures accurately mediate and satisfy
the

developing business transactions. The cloud provides

on demand requirements of clouds for

at different sectors have expectations and
methodologies due to the roles they play in the

business life cycle.

SRF searches the encrypted data to perform cross
field service on query server, evaluates a test to
recognise whether or not the cipher text matches the
token. This computation is very much needed to
gather user information and it also increase the

business requirement of other clouds.

IV. EXPERIMENTAL RESULT

In this part, we use 5 samples to create the template
phase. It is used to verify a genuine or an imposter
user.

Collecting Samples for template phase:

50 users with different typing skills were asked to
type the password on the QWERTY keyboard. The
typing rhythms of user were recorded in a database
called template. The dynamics of key press and
release calculated by built in function of the system.
The users are asked to type the password for about 5
times. The no of characters in a password should be

fixed in length. (ie, at least ‘8’ characters)

All the users are taken into consideration. n -
Number of users. n=50 (say). There are 5 x n’
samples in the template. Among ‘5 x n’ samples, 5 x
n-1" will be assumed as an imposter. Quite naturally,
typing speed of the password their own is faster than

an imposed one.

The feature extraction process contains the latencies
between keystrokes and the duration of pressing and
releasing speed. It will generate a unique keystroke

profile for an individual.
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Press Tl Release T2 PressT Release Td

Fig 3. shows an example. The word ‘GOD’ is taken as
password by a user. When he/she presses ‘G’ at Ti
and Release ‘G’ at ‘T2, ‘O’ presses at ‘T3’ and Release
at ‘T4. Different types of latencies can be extracted

from the dynamics.

Press — Release (P-R) : T2>T1 (latency between single
press and release)
Release - Press (R-P) : Ts>T2 (latency between single
release and next press)
Press — Press (P-P) : T1>T3 Overlap (press next key
without releasing the previous one).
It is not advisable, it is quite discriminating. The
process is repeated for all the characters in the
password. It is noticed from the experiment that, the
people with unsophisticated typing skills results in
ambiguous patterns. In this work we are mainly
focused in performance evaluation. The evaluation
schemes used in this work are,

i.FAR (False Acceptance Rate) — In biometric, the
instances of a security system incorrectly verify or
identifying an unauthorized person. It is a type II
error

ii.FRR (False Rejection Rate) — In biometrics, the
instances of a security system failing to verify or

identify an authorized person. It is a type I error.

iii. EER (Equal Error Rate) — It is the error rate of the

system which is configured to obtain a FAR value

equal to the FAR one.

The performance evaluation is depicted in the

following
Performance Evaluation

Table 1: User Details

Table 1 shows the age limit of users, who have

enrolled their password in our experiment session.
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Age limit | Number
16-25 15
26-35 10
36-45 10
46-55 10

56 and | 5

above

Table 2 gives the template value of user and the test
data of the same user. The similarity measure of two
values are tested, if it is less than 0.5 the access

control of user A is denied otherwise user A is

accepted.
Table 2: plot for the same user at template and test.
User A
Template Test
0.75 0.73
0.70 0.69
0.68 0.66
0.63 0.62
0.60 0.58
gi :1 '. ~ R — _- 77 = template
0.2 + o - S = test data
0 = B — —_/ template
1 2 3 A s

Table 3 gives the performance of two different users.

Table 3: Plot for two different users.

User A User B
0.75 0.65
0.70 0.60
0.68 0.62
0.63 0.53
0.60 0.56
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0.8
0.6 | m':::-
0.4 —— user A
0.2 —ll— user B
o
1 2 3 a )

We have tested the error rate depending on the
mean typing speed of the users. In this study, the
false acceptance rate is low and it up lift the
efficiency of keystroke intervals. It depressed the
activities of intruders. In fact, the combination of
hold time and inter key latency produce a better
solution than using any one of the two.

Table 4: Means of key press

The bars shows the mean time of each key press for
“WELCOME”

Interval
A

Key press (Sec)

HE Y O W
N W N W A =

The European standard for Access Control (EN-
50133-1) states that, an acceptable FRR should be
less than 1% and FAR should be less than 0.001% [12]
for biometric systems.

Relationship between FAR, and FRR (False Rejection
Rate) and Equal Error Rate.

This study lowers EER and is more essential and

accurate for distributed environment.
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Study Type Classifier No. of indi- | Error Rate
viduals in the | FAR FRR
database
Bleha et. al., (1990) Static Statistical 32 0.5% 3.1%
Obaidat & Sadoun (1997) Static Neural 15 0% 0%
Network
Statistical
Gunetti & Picardi (2005) Dynamic Statistical 205 Less than | Less than
0.005% 5%
Ahmed et.al., (2008) Dynamic Neural 22 0.015% 4.82%
Network
Mariusz (2009) Static Statistical 250 - -
Proposed Work Static Statistical 50 - -

Performance of different methods

In our system, we have included a hardware called
crypto coprocessor for strong encryption. Table :
the crypto
coprocessors like Merkle crypto coprocessor, Field
Programmable Gate Array (FPGA) and IBM4764.
IBM4764 is used in our system and it provides a

shows performance of various

flexible solution for high security. The features of
IBM4764 are
i.Level 4 security
ii.High speed cryptographic operations
iii. Hardware to perform DES, TDES, RSA and similar
public key cryptographic algorithms.

Table shows the characteristics of crypto algorithms
in our crypto coprocessor. AES algorithm work with
two S-Boxes and implemented in the internal
memory. Triple DES requires 48 round operations to
complete the encryption/decryption process. RSA is
a public key encryption process operates at 28 MHZ
and it is used widely in all fields. ECC is also a public
key crypto process with the throughput of 20 kbps.

A pair of batteries positioned on the chip to provide
backup power. The batteries have been removed
according to the battery replacement procedure to

diminish and rendering, when it is inoperable.
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This processor consists of sensory to protect against

various attacks like probe penetration, power
sequencing and temperature manipulation. Linux
operating system is supported by this hardware.
Security rich — processing were handled and it is for
strong encryption.

Performance of various crypto co processors Neural

Network Statistical

Features Merkle Crypto | FPGA IBM
coprocessor 4764

High Low Low High
Security High High High
High Speed | Low High High
Throughput
Characteristics of AES, RSA, Triple DES, DES
Features AES | RSA Tripl | ECC

e

DES
Frequency | 58 28 50 50
(MHz) 1,68 | 4,595 132 3,036
Logic Size | 9 153 267 20kbps
(Slices) 390 | (6.69msec (7.28msec
Performanc ) )
e
(mbps/kbps)

21




E. Susmitha Gyn Int S Ref Res J, January-February-2020, 3 (1) : 12-25

Performance comparison

Assume that 22 = {0,1} and A= {1, ...n}. A simple
function / maps #* component x in a vector (x,
Xi...... x») where i € {1, .....n} that is, /(x;))=i. Then
we apply conjunctive comparison and subset queries,
x = & for two valuesx,& E A. In the encryption
phase, the sender builds a vector ¥ = (x;) EEZ™ as
follows xi = {1, if x < I(x;), 0,otherwise . If
the receiver wishes to generate a token for
evaluating x €@ on the encrypted x, created a
= (o) E(E)" as
gi ={1, if ¢ <I(o;), *,otherwise.

vector follows

Traditionally the token size and number of pairings
are determined by the number of nonzero attributes

- 3 .
; in @ thus the two measures become of size O(n)

in the worst case. When considering / conjunctive
subset queries, these two measures (of size O(nn/)) are
much worse, because the scheme still entails a token

size of O(1)and only O(1) pairing computations.

The table shows the comparison of traditional HVE
schemes [a],[b],[c] and the proposed scheme. The
KSW-HVE scheme [a] used a predicate encryption
where M and ¥ is encrypted. In the SW-HVE

scheme are not considered the delegable factors.

In the proposed scheme we consider / conjunctive
equality, comparison, and subset queries. When
compared to previous schemes our approach improve
the performance in terms of the token size and
pairing computations. And it achieve needs a token

size of O(1)and only O(1) pairing computations.

Gr G P
BW- QA1G+1G: | 221G | 2H)p | pg
HVE (Znk1)G+1 | ADG | 2K
[b] Gr
(Znk1)G+1 | (2nk1) | 2nkl)p
Gr G
SW- (&4 3)G+1Gr | (4#3)G | (43)p | pgr
HVE (nk 3)G+1G: | (4#3)G | (&3)p
[c] (nk 3)G+1G: | (nk3)G | (nk 3)p
Propose | (Zh 3)G+1Gr 5G 5p P
d (Znk 5G 5p
3)G+1Gr
(Znk 5G 5p
3)G+1Gr

Ciphertext Token | Number | Grou
Size Size of P
pairings | order
KSW- | 2241)G+1G | 241)G | 22K1)p | pgr
HVE r
[a] 2(2nk1)G+1 | 2241)G | 2QA41)p
Gr
2(2nk1)G+1 | 2(2nk1) | 2(2nk1)

Volume 3, Issue 1, January-February-2020 | http:/gisrrj.com

V. CONCLUSION AND FUTURE ENHANCEMENT
Security is always a significant issue in any
computing system. From the perspective of the
Cloud Service Providers, the main concern of the
proposed scheme is to strengthen password — based
authentication using biometric security. This
interesting mechanism paves a hidden way to users,
as they only need to type on keyboard as usual,
instead of providing their physical biometric data.
When customers visit the web, they leave log
information like IP address, credit card details,
session these

information etc. By analyzing

information it easy to predict the customer
behaviour and improve the customer relationship
and system performance. It shoots up the economic
scales of cloud infrastructure. Crypto coprocessor is a
new security design paradigm for both the key
generation and converting process. Ease of
incorporation into the existing password based
authentication increase the potential of keystroke
dynamics and hardware security improve the
economic scale of forth coming business system. It
achieves more privacy in cross field transaction than
ever before. Also an efficient Hidden Vector
Encryption (HVE) will be responsible for retrieving
encrypted data that can be outsourced to service log

cloud.
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As a future work, the statistical methods can be
turned to neural network approaches, although it has
a high variable, the number of neurons per layer
have a significant relationship with the quality of the
results. Homomorphic Encryption techniques are

advisable for allowing specific algebraic operations

on encrypted data.

VI. METHODS AND MATERIAL

Arduino
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Abstract - “The Essence of a Role-playing game is that it is a group. Cooperative Experience.”

The goal of learning design is to help create educational settings and sessions that are learner and activity
centered. Role playing is an interesting example of an active learning and teaching strategy. It is a technique
that allows students to explore realistic situations by interacting with other people in managed way in
ordered to develop experience and trial different strategies in a supported environment. It can incorporate
drama, simulations, games and demonstrations of real life cases related to any topic. Role play stimulates
children to not only pretend as others they know but also develop social and emotional skills like taking
turns, playing cooperatively and express appropriate emotions. This center also enhances physical
development of a child in terms of eye-hand coordination while dressing up. So the role is important in the
classroom also.

KEYWORDS : — Role play, Education, activity, students, classroom |

“Recognise the importance of role play in helping children to express feelings, use language, rehearse roles

and make sense of experience, Model and acknowledge caring behaviour.”

Role play is a discussion technique that makes possible to get maximum participation of a through group
acting out an example of some problem or idea under discussion. It is an educational technique in which
people spontaneously act out problem of human relations and analyse with the help of others and observers.
It is one of the teaching methods provide experience through effective and developing new ways at things. It
is an activity presenting a small spontaneous play which describes possible real life situations. In this activity
learners imitate another person’s character. It allows students to simulate real life situations with the aim of
preparing them to handle similar situations in life. Act out or perform the part of a person or character, for
example as a technique in training. It playing is pretending to be someone else or pretending to be in a
specific situation that you not actually in at the time. The modifying of a person’s behaviour to accord with a

desired personal image, as to impress other or conform to a particular environment.
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Role play not only provides a variation in teaching technique but also allows a more student-centred
approach to learning. Whilst in the orthodox method only the most bold students manage to raise questions,
in a role play all students are actively involved. By getting students to play roles, they come to feel issues,
experience tension and conflict and enter into bargaining and cooperation. They thus experience policy
process as an activity rather than just studying policy making as detached, passive observers. As a mean of
increasing student participation role play can stimulate interest in the subject and encourage students to

continued.

Role play objectives-
Interactive participation of student providing them opportunities for experiential learning for life skills

development.

Validating the strategies of the role play for development of ability to apply life skills in peer group situations.

To create enabling environment for effective transaction of curriculum in Schools.

Types of Role play-

Conflict role.
Cooperative role play requires participants to work together for the common good.

Information gap role plays are based around filling in holes in the participants knowledge.

Task-based role plays require participants to complete a set activity.
Instruction for Role play-
Verbal instruction

Secret messages

Gestures

Cue cards/Sanket cards

Steps for Role play-

Planning

Implementation

Evaluation

Guidelines for Role play-
Identify the situation.
Selection of problem.
Selection of Team members.
Assign and briefing Roles.
Action

Discuss, Analysis, Evaluation.

Advantages of Role play-

Volume 3, Issue 1, January-February-2020 | http:/gisrrj.com 72



Students immediately apply content in a relevant, real world context.
Students take on a decision

Students can think beyond the confines of the classroom setting.
Dramatically introduction of lesson.

Opportunity for skills.

Encouragement to work.

Develop communication.

Develop confidence and self esteem.

Face challenge.

Ability to observe and analyse.

Enjoy and create interest.

Participation

Encouragement to work
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Abstract:- Shiv sena decision to form alliance with their one time béte noire Congress and NCP after the
Maharashtra legislative assembly election in October 2019 took everyone by surprise. Though, party
contested assembly election with Bhartiya Janata Party and the alliance got complete majority in the state.
Shiv Sena fully aware of the fact that BJP with 105 seats in a house of 248 will have to be dependent on them
for the formation of NDA government. So party decided to bargain and demanded that the post of chief
minister to be shared with them on an equal basis. Though, many political commentators initially described it
as a pressure tactics of the Sena to get plum post like revenue, public work department etc in the cabinet. It
eventually turned out to be a firm determination of the party to get the post of Chief Minister and for that
they severe their twenty five years old alliance with the BJP and formed the Maha Vikas Aghadi (Great
Development front) with congress and NCP. So what does this shift of sena who over the years have
championed the cause of Hindutva even more than BJP have managed to change their course of action and
what does this signify for national politics of the country which is witnessing a resurgence of dominant one
party rule. In my assignment I will analyse this shift of Shiv Sena to argue that much against the public
perception Shiva Sens was never ingrained in ideological politics. It kept on shifting its politics since its
inception.

Keywords : State Politics, Changing Pattern, Shiv Sena, BJP.

Historical Background:- Shiv Sena was formed in 1966 by cartoonist Bal Thackrey and as Mary Fainsod, Uday
Mehta Sinha and Usha Thakkar have argued in their chapter titled “The rebirth of the Shiv Sena : The
symbiosis of Discursive and Organizational power” it was not Hindutva but ‘Maharashtrian’ identity targeting
the dominance of outsiders especially South Indians in the government jobs against whom Thackrey used to
write in his weekly ‘Marmik’ and later on his daily ‘Samna’ Two years after its formation it contested
municipal election in Bombay winning one third of the seats. Since its inception Shiv Sena tried to create a
space for themselves in local politics by championing the economic interest of the Maharashtrian whose jobs

as Bal Thackrey used to say is being usurped by outsiders. Shiv Sena as product of sons of soil movement made
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its politics Maharashtra centric and were always ready to use extreme political method to attain its end. Shiv
Sainik under the autocratic leadership of Bal Thackrey immediately after its formation has won the
reputation of indulging in violence. Whether its attack on communist party office in Parel in 1967, Shiv
Sainik involvement in the murder of Communist MLA Krishna Desai or attack on well known South Indian
restaurant ‘Udipi'in Bombay the party leadership openly boasted these acts of violence. Political Scientist
Usha Thakkar argued that one of the crucial reason behind the rise of Shiv Sena in late 1960s and 70s was the
societal shift that was taking place in Maharashtra where local youths were looking for new economic
opportunities and process of urbanization was also more dominant in Maharashtra than any other Indian state
which provided Shiv Sena an opportunity to mobilize Marathi youth in its favor. Talking about why left
organizations failed to mobilize young Marathi population on the question of unemployment and Shiv Sena
managed to capitalize on it, Thakkar said it’s the local network of dedicated activist which could go to any
extent to carry out the dictates of its supremo and this gave an advantage to Sena over other political parties.
Another significant aspect of the rise and growth of Shiv Sena in its nascent stage was the subtle support that
it got from the Congress party. Many political scientists who have over the years worked on Shiv Sena
strongly argued that Congress party in the anticipation that Shiv Sena could become a strong
counterproductive force to leftist unions have provided fund to the party. This close relation between the two
won the Shiv Sena the epithet of Vasant Sena (hinting towards the proximity that existed between the then
Congress Chief Minister, Vasant Rao Naik and Shiv Sena). Also it was the time when many industrialist and
factory owners supported Shiv Sena because they also want the leftist unions to be weakened. However
despite all these till mid 1980s there was limited electoral success for Sena and it has no significant presence
beyond the urban areas of Maharashtra. It was in mid 1980s when Shiv Sena decided to tread on the new path
of Hindutva politics which after Shah Bano case was gaining ground in North Indain Politics under the
leadership of RSS, BJP and VHP combine. Mary Fainsod, Uday Singh Mehta and Usha Thakkar in their
chapter ‘The rebirth of the Shiv Sena : The symbiosis of discursive and organizational power argued that there
were four aspects of Shiv Sena’s Hindutva politics and these were anti- Muslim, Hindu militancy, Nationalism
and Religion. Rising in the Hindutva wave Shiv Sena actively participated in Kar Seva which was organized
by VHP to construct a grand Ram temple in place of Babri Masjid in Ayodhya. Action related to Kar Seva gets
prime attention in Saamna . Reporting on the Ayodhya crusade. The Saamna ask: ‘How does our Shiv Sainik
appear as he is marching towards Ayodhya? Like the roaring lion spreading terror, with the gait of an
intoxicated elephant, like the assault of a rhino which reduces to powder a rocky mountain, like the
manoeuvres of a leopard: our infinite blessings to these Hindu warriors who are marching towards Ayodhya.
Finally on 2 December 1992 the Hindu militants succeeded in desecrating the medieval mosque and Shiv
Sainik was at the forefront. Not only had this Srikrishna Commission report found Shiv Sainik active
involvement in the 1992-93 Bombay riot. However Congress government both at the centre and the state
were unwilling to take any action against Bal Thackrey. It was a situation where Shiv Sena seems to issue
direction and action would follow, but the judiciary and the government were immobilized by ambivalence
as to how to proceed. The provocation of the Sena’s language was thus supported by the weakness of
institutional control. One of the crucial reasons behind the rise of Shiv Sena in Maharashtra was the
infighting that congress could not manage to. In 1990s Maharashtra congress badly faction ridden between
Sharad Pawar and Sudhakar Rao Naik who was the congress Chief Minister and Hindu Nationalist favored
from this indecisiveness of the government of the day. The communal polarization that ensued first by

communal rioting followed by Bombay bomb blast finally resulted in Shiv Sena and BJP alliance coming to
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power for the first time in Maharashtra with a Sena Chief Minister first Manohar Joshi followed by Narayan
Rane. However it was Bal Thackrey who was having the final shot and he was known in the political circle of
Maharashtra as super CM. Once the Hindutva movement reached an impasse and BJP unable to form
government at her own decided to enter in to phase moderation in order to woo new alliance partners
nationally. A corollary result of this was the defeat of Shiv Sena and BJP government in 1999 assembly
elections as they have little to show on the development front and also this time around Shiv Sena could not
hark back to militant Hindutva as it did in 1995 state election because of BJP change of stance where party
decided to sideline all controversial issues. Since then the organization of Shiv Sena has continuously
weakened in Maharashtra as many prominent lieutenant of Bal Thackrey like Chagan Bhujbal, Narayan Rane
left the party. However the biggest shock for the Shiv Sena came in 2006 when Bal Thackrey nephew Raj
Thackrey who was seen as the political heir of Bal Thackrey left the party and decided to form his own
Maharashtra Navnirman Sena. The Shiv Sena- BJP alliance in which Shiv Sena was the elder brother till Bal
Thackrey was alive lost three assembly election before coming to power finally in 2014. However this
electoral success did not change the fortunes of Sena as a party because political scenario of both national and
state politics has dramatically changed and BJP under the charismatic leadership of Narendra Modi has
emerged as the dominant party. The wave of this change was also echoed in Maharashtra politics where Shiv
Sena was forced to accept the less important portfolio in the Devendra Fadnavis government. Commenting on
this veteran political journalist Rajdeep Sardesai said that as a dominant party BJP want to usurp the vote
bank of Sena and this was one of the major reason why this time Shiv Sena was adamant to have the post of
chief minister for half of the term which BJP refused and Sena went extra mile to form an alliance
government with arch rival congress and NCP as these two parties also want to be in power as many of their
elected MLAs were vulnerable and could have been defected towards BJP . So what does this shift from
Hindutva signify for Sena? Commenting on this Ashutosh Varshney and Suhas Palshikar argued that with
Narendra Modi at the helm at the national level and in the absence of a towering personality like Bal
Thackrey who had earned the aura of Hindu Hriday Samrat for himself, Shiv Sena aptly realized that it could
only play a second fiddle role and could not champion the cause of Hindutva as Bala Saheb Thackrey used to.
This made Uddhav Thackrey realized that time has come for the party to shed hardcore Hindutva and made a
moderate image of the party which could attract the youth and this scan be gauged from Uddhav Thackrey
calm presence as Chief Minister of Maharashtra where despite not having any previous experience of
administration he seems to efficiently managing the outbreak of pandemic coronavirus in the state without

giving any communal color to it as a section of media and leaders like raj Thackrey have tried to do.

Conclusion

The political drama in Maharashtra that continued for over a month had finally ended with Uddhav
Thackrey, president of Shiv Sena being sworn in as chief minister of the State with the support of both NCP
and Congress. After the result of 2019 assembly election which clearly gave a mandate to BJP and Shiv Sena
yuti (alliance). But both Parties failed to break the deadlock as Shiv Sena was adamant on their demand of
fifty- fifty sharing of all posts including that of Chief Minister. The stalemate situation made Shiv Sena
looking for other option and ultimately it resulted Shiv Sena, Congress and NCP coming together to form the
government. As of now things looks settled for Maharashtra Vikas Aghadi. However taking a cue from this

some general conclusion can be made regarding contemporary Indian politics.
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1. Diminishing role of ideology- unfortunately one of the continuous feature of Indian politics has been
the continuous decline of ideology. Every political party today seems to be driven by the sole idea of
acquiring power by any possible means. It is one thing that regional parties joining hands together but
the problematic aspect is even national parties like congress in their urge to acquire power is willing
to compromise with the Nehruvian Secularism. Ideology is important in democratic politics because
it informs the voters about the behaviour of candiadates in advance on certain crucial issues if they
get elected. So continuous dwindling of ideological strand of indian politics is bound to disillusioned
voters in time to come. Imagine how much cheated a voter will feel who had voted to defeat
Jyotiraditya Scindia in 2019 general election by seeing him joining BJP and becomimg a Rajya Sabha
member and most probably a union minister soon.

2. States as a centre of anti- BJP politics : The electoral triumph of BJP first in 2014 and again in 2019
Lok Sabha election have created a political scenario in country where BJP has emerged as a dominant
force under the charismatic leadership of Narendra Modi. At a time when congress is in complete
disarray to take on BJP at the national level, challenge to the BJP are emerging from the state level
where it had lost a series of state elections after its 2019 Lok Sabha juggernaut. At a time when
elctoral politics at the national level is increasingly marked by TINA factor ( There is no alternative),
regional leaders like Bhupesh bhaghel, Hemant Soren, Amrinder Singh, Arvind Kejriwal etc have
emerged as regional satrap who can take on the BJP organizational, financial and leadership might.
Apart from them established regional leaders like Sharad Pawar, Mamta Banerji or Akhilesh Yadav is
also continuing there struggle against the BJP. How much this gets transformed at the national level
largely depends upon how quickly an effective national strategy is drawn to take on the Modi’s

populaity.
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